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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 14888-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques. 

This second edition cancels and replaces the first edition (ISO/IEC 14888-1:1998), which has been technically 
revised. 

ISO/IEC 14888 consists of the following parts, under the general title Information technology — Security 
techniques — Digital signatures with appendix: 

⎯ Part 1: General 

⎯ Part 2: Integer factorization based mechanisms 

⎯ Part 3: Discrete logarithm based mechanisms 
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Introduction 

Digital signature mechanisms are asymmetric cryptographic techniques which can be used to provide entity 
authentication, data origin authentication, data integrity and non-repudiation services. There are two types of 
digital signature mechanisms: 

⎯ When the verification process needs the message as part of the input, the mechanism is called a 
“signature mechanism with appendix”. A hash-function is used in the calculation of the appendix. 

⎯ When the verification process reveals all or part of the message, the mechanism is called a “signature 
mechanism giving message recovery”. A hash-function is also used in the generation and verification of 
these signatures. 

Signature mechanisms with appendix are specified in ISO/IEC 14888. Signature mechanisms giving message 
recovery are specified in ISO/IEC 9796. Hash-functions are specified in ISO/IEC 10118. 
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Information technology — Security techniques — Digital 
signatures with appendix — 

Part 1: 
General 

1 Scope 

ISO/IEC 14888 specifies several digital signature mechanisms with appendix for messages of arbitrary length.  

This part of ISO/IEC 14888 contains general principles and requirements for digital signatures with appendix. 
It also contains definitions and symbols which are used in all parts of ISO/IEC 14888. 

Various means are available to obtain a reliable copy of the public verification key, e.g., a public key 
certificate.  Techniques for managing keys and certificates are outside the scope of ISO/IEC 14888.  For 
further information, see ISO/IEC 9594-8 [4], ISO/IEC 11770-3 [3] and ISO/IEC 15945 [5]. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

None. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 
appendix 
string of bits formed by the signature and an optional text field 

3.2 
collision-resistant hash-function 
hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output 

NOTE   Computational feasibility depends on the specific security requirements and environment. 

[ISO/IEC 10118-1] 

3.3  
data element 
integer, bit string, set of integers or set of bit strings 




